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SPARK 2014: Proof of Program Integrity
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type Nat Array is array (Integer range <>) of Natural;

A : Nat_Array (1 .. 10);
I, Jp &; © 8 IncEeEes

A (I +J) :=P/ Q;
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A (I +J :=P/ Q;
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A (Integer’Last + 1) := P / Q;
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A (A'Last + 1) :=P / Q;
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A (I + J) := Integer’First / -1;
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A(I+J :=1/ -1;
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A (I +J) :=P/ 0;
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A (Integer’Last + 1) := P / Q;
raised CONSTRAINT ERROR : overflow check failed

A (A'Last + 1) := P / Q;
raised CONSTRAINT ERROR : index check failed

A (I + J) := Integer’First / (-1);
raised CONSTRAINT ERROR : overflow check failed

A (I +J) =1/ (-1);
raised CONSTRAINT ERROR : range check failed
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A (I +J) :=P/ 0;
raised CONSTRAINT ERROR : divide by zero
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A (Integer’Last + 1) := P / Q;
medium: overflow check might fail

A (A'Last + 1) := P / Q;
medium: array index check might fail

A (I + J) := Integer’First / (-1);
medium: overflow check might fail

A (I +J) :=1/ (-1);
medium: range check might fail
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A (I +J) :=P/ 0;
medium: divide by zero might fail
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procedure Increment (X : in out Integer) with
Pre => X < Integer’Last is
begin
V) X 1= X + 1;
-- info: overflow check proved
end;

X := Integer’last - 2;

Increment (X);
-- Here GNATprove does not know the value of X

C) X =X+ 1;

-- medium: overflow check might fail
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procedure Increment (X : in out Integer) is
begin
QD X =X + 1;
-- info: overflow check proved, in call inlined at line 7
end Increment;

X := Integer’Last - 2;
Increment (X);
C? X =X+ 1;

-- info: overflow check proved
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function Increment (X : Integer) return Integer is

QD (X + 1)

-- info: overflow check proved
with Pre => X < Integer’Last;

X := Integer’Last - 2;
X := Increment (X);
v X := X + 1;

-- info: overflow check proved
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procedure Increment (X : in out Integer) with
Pre => X < Integer’Last;
X := Integer’Last;
G Increment (X);
-- raised ASSERT FAILURE : failed precondition

procedure Absolute (X : in out Integer) with
Post => X >= 0 is
begin
if X > 0 then
X := - X;
end if;
end Absolute;
X :=1;
€  Absolute (X);
-- raised ASSERT FAILURE : failed postcondition
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procedure Increment (X : in out Integer) with
Pre => X < Integer’Last;
X := Integer’Llast;
C) Increment (X);

-- medium: precondition might fail

procedure Absolute (X : in out Integer) with
0 Post => X >= 0 is

-- medium: postcondition might fail, requires X >= 0
begin

if X > 0 then

X = - X;

end if;
end Absolute;
X :=1;
Absolute (X);
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function Add (X, Y : Integer) return Integer with
Q Pre => X + Y in Integer;

-- medium: overflow check might fail

Q X := Add (Integer’Last, 1);
-- raised CONSTRAINT ERROR : overflow check failed
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procedure Absolute (X : in out Integer) with
Pre => X > Integer’First,
V) Contract Cases => (X < 0 => X = - X’0ld,
X > 0 => X = X’01d);
-- info: disjoint contract cases proved
-- info: complete contract cases proved
-- info: contract case proved

pragma Assume (X < Integer’Last);

CD X =X + 1;
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procedure Incr Until (X : in out Natural) with
Contract_Cases =>
C} (Incremented => X > X’01d,
-- medium: contract case might fail
CB others => X = X’'01ld) is
-- medium: contract case might fail
begin
if X < 1000 then
X =X + 1;
Incremented := True;
else
Incremented := False;
end if;
end Incr Until;
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procedure Incr Until (X : in out Natural) with
Contract_Cases =>
— (Incremented => X > X’01d,
others => X = X’01ld) is
begin

end Incr Until;

X := 0;
Incr Until (X);

X := 1000;

Q Incr_Until (X);
—— raised ASSERT FAILURE : failed contract case at line 3
-- Incremented is True when evaluating the

-- Contract_Cases’ guards?
-- That is because they are evaluated before the call!
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C : Natural := 100;

procedure Increase (X : in out Natural) with
63 Post => (if X < C then X > X’'0ld else X = C) is

-- medium: postcondition might fail

begin

if X < 90 then
X := X + 10;

elsif X >= C then
X 8= €3

else
X =X + 1;

end if;

end Increase;
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C : Natural := 100; -- Requires C >= 90

procedure Increase (X : in out Natural) with
(% Post => (if X < C then X > X’0ld else X = C) is
-- medium: postcondition might fail, requires X = C
begin
if X < 90 then
X := X + 10;
elsif X >= C then
X :=C;
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function GCD (A, B : Positive) return Positive with
(%] Post => A mod GCD Result = 0
and B mod GCD Result = 0 is
-- medium: postcondition might fail
begin
if A > B then
return GCD (A - B, B);
elsif B > A then
return GCD (A, B - A);
else
return A;
end if;
end GCD;
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function GCD (A, B : Positive) return Positive with
Post => A mod GCD’Result = 0
and B mod GCD’Result = 0 is
begin
if A > B then
Result := GCD (A - B, B);
pragma Assert ((A - B) mod Result = 0);
-- info: assertion proved
pragma Assert (B mod Result = 0);
-- info: assertion proved

pragma Assert (A mod Result = 0);
-- medium: assertion might fail
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CCT, BUA-BEBN Result ICLD>TRIDCENTE, ADZDTHNIZL, FEEHSS
(I CEE A

CNIECRIBEINDENIBA. LOL, D8, EY20-8E, REEVNOLEENDEZSDH
B3, FBAsSICE > TR IR TH D, Alt-Ergo, Z3, CVC4A W\ o ZNEBBID E D
BB ZANTE, EEESFIMOTEN TSI EA.
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package Lists with SPARK Mode is

function Goes_To (I, J : Index) return Boolean;

® rTLLTTH

procedure Link (I, J : Index) with Post => Goes _To (I, J);
private

type Cell (Is_Set : Boolean := True) is record ..

type Cell Array is array (Index) of Cell;

Memory : Cell Array;
end Lists;

package body Lists with SPARK Mode is

function Goes_To (I, J : Index) return Boolean is
begin

if Memory (I).Is_Set then

return Memory (I).Next = J;

end if;

return False;
end Goes To;

procedure Link (I, J : Index) is
begin
Memory (I) := (Is_Set => True, Next => J);
end Link;
end Lists;

254 FICHDI—FZELE2—-UT, COI—RPELVWERZIE YESZD YD, Z
STRIINIE, BEO>TNREBRDITZEI U YD UTIEELN.

—EERZET OIS, SUBMIT MYV ZEIBL TR,
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package Lists with SPARK Mode is
<:::::z£§g£g;;rGoes_To (I, J : Index) return Boolean;

procedure Link (I, J : Index) with Post => Goes_To (I, J);
private

type Cell (Is_Set : Boolephn := True) is record ..
type Cell Array is array (Index) of Cell;

Memory : Cell Array;
end Lists;

package body Lists with SPARK Mode is
function Goes_To (I, J : Index) return Boolean is
begin
if Memory (I).Is_Set the
return Memory (I).Next
end if;
return False;
end Goes_To;

procedure Link (I, J : Index) is

begin

Memory (I) := (Is_Set => True, Next => J);

end Link;
end Lists;

CNIZIELL). UAD'L, GNATprove TIIEEISNEEA. Goes ToldBERFHERIC
T, BROSDNDDCELR>BDEEA.
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package Lists with SPARK Mode is
function Goes_To (I, J : Index) return Boolean;

procedure Link (I, J : Index) with Post => Goes _To (I, J);
private

type Cell (Is_Set : Boolean := True) is record ..

type Cell Array is array (Index) of Cell;

Memory : Cell Array;

function Goes_To (I, J : Index) return Boolean is
(Memory (I).Is_Set and then Memory (I).Next = J);
end Lists;

package body Lists with SPARK Mode is
procedure Link (I, J : Index) is
begin
Memory (I) := (Is_Set => True, Next => J);
end Link;
end Lists;

21
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package Lists with SPARK Mode is
function Goes_To (I, J : Index) return Boolean;

Cp procedure Link (I, J : Index) with Post => Goes_To (I, J);
private
type Cell (Is_Set : Boolean := True) is record ..

type Cell Array is array (Index) of Cell;
Memory : Cell Array;

function Goes_To (I, J : Index) return Boolean is
(Memory (I).Is_Set and then Memory (I).Next = J);
end Lists;

package body Lists with SPARK Mode is
procedure Link (I, J : Index) is
begin
Memory (I) := (Is_Set => True, Next => J);
end Link;
end Lists;

Goes_To [FHEIMTY. #>T, (REEED FEZIIHDICHICRIAIETTY
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package Stacks with SPARK Mode is
type Stack is private;

function Peek (S : Stack) return Natural;
procedure Push (S : in out Stack; E : Natural) with
Post => Peek (S) = E;
private
type Stack is record ..
function Peek (S : Stack) return Natural is

(if S.Top in S.Content'Range then S.Content (S.Top) else 0);
end Stacks;

package body Stacks with SPARK Mode is
procedure Push (S : in out Stack; E : Natural) is
begin
if S.Top >= Max then
return;
end if;

S.Top := S.Top + 1;
S.Content (S.Top) := E;
end Push;
end Stacks;
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package Stacks with SPARK Mode is
type Stack is private;

function Peek (S : Stack) return Natural;
procedure Push (S : in out Stack; E : Natural) with
Post => Peek (S) = E;

private

type Stack is record ..

function Peek (S : Stack) return Natural is

(if S.Top in S.Content'Range then S.Content (S.Top) else 0);

end Stacks;

package body Stacks with SPARK Mode is
procedure Push (S : in out Stack; E : Natural) is

begin
if S.Top >= Max then
return;
end if;
S.Top := S.Top + 1;
S.Content (S.Top) := E;
end Push;

end Stacks;

Push OB#EEME, stack H'—HFTRBNEEIC Push ATHEINZEZEDH, BERDET.
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package Stacks with SPARK Mode is

type Stack is private;

function Peek (S
procedure Push (S
Post => Peek (S) = E;
private
type Stack is record ..
function Peek (S Stack)
(if S.Top in S.Content'
end Stacks;

Stack)

in out Stack; E

return Natural;
Natural) with

return Natural is
Range then S.Content (S.Top)

package body Stacks with SPARK Mode is

procedure Push (S
begin
if S.Top >= Max then
raise Is_Full E;

end if;

S.Top := S.Top + 1;

S.Content (S.Top) := E;
end Push;

end Stacks;

in out Stack; E

Natural) is

else 0);
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package Stacks with SPARK Mode is
type Stack is private;

function Peek (S : Stack) return Natural;
procedure Push (S : in out Stack; E : Natural) with
(V) Post => Peek (S) = E;
private
type Stack is record ..
function Peek (S : Stack) return Natural is
(if S.Top in S.Content'Range then S.Content (S.Top) else 0);
end Stacks;

package body Stacks with SPARK Mode is
procedure Push (S : in out Stack; E : Natural) is

begin
if S.Top >= Max then
%} raise Is_Full E; GNATprove [, ERETAD/ SZDHEEZ B
end if; &, Push OBEFHERIEIDCCENTEFT. LU
S.Top := S.Top + 1; MU, Is_Full_E BIADS, RGTEICEHSN, IT5—
S.Content (S.Top) := E; C&éﬁlﬁﬁ&b‘@ét&b, %%:’d—:ﬂjbg'g
end Push;

end Stacks;
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package Stacks with SPARK Mode is
type Stack is private;

function Peek (S : Stack) return Natural;

function 1Is_Full (S : Stack) return Natural;

procedure Push (S : in out Stack; E : Natural) with
Pre => not Is Full (S),
Post => Peek (g) = E;

private
type Stack is record ..
function Peek (S : Stack) return Natural is

(if S.Top in S.Content'Range then S.Content (S.Top) else 0);

function Is_Full (S : Stack) return Natural is

(S.Top >= Max);
end Stacks;

package body Stacks with SPARK Mode is
procedure Push (S : in out Stack; E : Natural) is
begin
if S.Top >= Max then
raise Is Full E;

end if;

S.Top := S.Top + 1;

S.Content (S.Top) := E;
end Push;

end Stacks;
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package Stacks with SPARK Mode is
type Stack is private;

function Peek (S : Stack) return Natural;
function 1Is_Full (S : Stack) return Natural;
procedure Push (S : in out Stack; E : Natural) with
Pre => not Is Full (S),
Post => Peek (g) = E;
private
type Stack is record ..
function Peek (S : Stack) return Natural is
(if S.Top in S.Content'Range then S.Content (S.Top) else 0);
function Is_Full (S : Stack) return Natural is (S.Top >= Max);
end Stacks;

package body Stacks with SPARK Mode is
procedure Push (S : in out Stack; E : Natural) is
begin
if S.Top >= Max then
raise Is Full E;
end if; B BRIRHICKD, TTTH,
GNATprove [, Is__Full_EfIsHER
FRICEESN3TER>IBRNE, REL
9.
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procedure Read Record (From : Integer) is
function Read One (First : Integer; Offset : Integer)
return Integer

with

Pre => Memory (First) + Offset in Memory'Range
is

Value : Integer := Memory (Memory (First) + Offset);
begin

if Is _Too_Coarse (Value) then
Treat_Value (Value);
end if;
return Value;
end Read_One;

begin
Size := Read One (From, 0);
pragma Assume (Size in 1 .. 10
and then Memory (From) < Integer'Last - 2 * Size);
Datal := Read One (From, 1);
Addr := Read One (From, Size + 1);
pragma Assume (Memory (Addr) > Memory (From) + Size);
Data2 := Read One (Addr, -Size);

end Read_Record;
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FuWonE, GNATproveTIEEEEESNEEA. GNATprove (& Read_One B8 TH
MUET., BEDNRSIC, BRIREGEDTA—/N\—2J0—-DELDIDELNENESDCEE
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function Read One (First : Integer;
return Integer

with
0 Pre => Memory (First) + Offset in
is
Value : Integer := Memory (Memory
begin

if Is Too_Coarse (Value) then
Treat_Value (Value);
end if;
return Value;
end Read_One;

begin
Size := Read One (From, 0);
pragma Assume (Size in 1 .. 10
and then Memory (From)
Datal := Read One (From, 1);
Addr := Read One (From, Size + 1);

Data2 := Read One (Addr, -Size);
end Read_Record;

@ «

procedure Read Record (From : Integer) is

Offset : Integer)

Memory'Range

(First) + Offset);

ELWLEINE, GNATproveTII&EIESN
FtA. GNATprove [& Read_One Z8
BTHOMUEY. BEDBSIC, B|RIFM
PTH—/N=2D0—D4ECDDELNEL)
ERDTEEBSELET.

< Integer'Last - 2 * Size);

pragma Assume (Memory (Addr) > Memory (From) + Size);

SULET.
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procedure Read Record (From : Integer) is
function Read One (First : Integer; Offset : Integer)
return Integer

with

Pre => Memory (First) <= Memory’Last - Offset
is

Value : Integer := Memory (Memory (First) + Offset);
begin

if Is _Too_Coarse (Value) then
Treat_Value (Value);
end if;
return Value;
end Read_One;

begin
Size := Read One (From, 0);
pragma Assume (Size in 1 .. 10
and then Memory (From) < Integer'Last - 2 * Size);
Datal := Read One (From, 1);
Addr := Read One (From, Size + 1);
pragma Assume (Memory (Addr) > Memory (From) + Size);
Data2 := Read One (Addr, -Size);

end Read_Record;
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procedure Read Record (From : Integer) is
function Read One (First : Integer; Offset : Integer)
return Integer

with
0 Pre => Memory (First) <= Memory’Last - Offset
is
Value : Integer := Memory (Memory (First) + Offset);
begin
if Is_Too_Coarse (Value) then RSB CEIC, Read OneMBRIRMEIE
e e LS UKL S ET BRHBBEMUTINET.
e . BIZIL, Memory(First) 1¥ Integer’Last
end Read One; THOZ0 Offset H'EMTH HIZIBEIC
begin REEHICA—/N—D0—D4ECFET.
Size := Read One (From, 0);
pragma Assume (Size in 1 .. 10
and then Memory (From) < Integer'Last - 2 * Size);
Datal := Read One (From, 1);
Addr := Read One (From, Size + 1);
pragma Assume (Memory (Addr) > Memory (From) + Size);
Data2 := Read One (Addr, -Size);

end Read_Record;

FReEl &L, Read OneDZEaIFHEIE L UKD ETBHAFIEHRLUTNET. Az
(&, Memory(First) 1 Integer’Last TH o2 Offset N"EHMTH > IZHBSICEITHFICA —
N—20-hH4EUFT.
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procedure Read Record (From : Integer) is
function Reaa_One (First : Integer; Offset : Integer)
return Integer
is
Value : Integer := Memory (Memory (First) + Offset);
begin
if Is _Too_Coarse (Value) then
Treat_Value (Value);
end if;
return Value;
end Read One;

begin
Size := Read One (From, 0);
pragma Assume (Size in 1 .. 10
and then Memory (From) < Integer'Last - 2 * Size);
Datal := Read One (From, 1);
Addr := Read:One (From, Size + 1);
pragma Assume (Memory (Addr) > Memory (From) + Size);
Data2 := Read One (Addr, -Size);

end Read Record;
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return Integer

end Read Record;

procedure Read Record (From :
function Read One (First :

@ =

8/10

Integer) is

Integer; Offset : Integer)

is
c; Value : Integer := Memory (Memory (First) + Offset);
begin ey
S oo Comree TR Read_One IC&U\'T, Offset DIEMIEH
s, Voloe (Valve) 5 IS UTIEUNERICBIELELUE. U
end if; DU, ZOBHRHZMORTEICK
return Value; 2T, B¥EL VS VETDDN, KD
end Read One; BRBTIEICEDET.
begin
Size := Read One (From, 0);
pragma Assume (Size in 1 .. 10
and then Memory (From) < Integer'Last - 2 * Size);
Datal := Read One (From, 1);
Addr = Read:One (From, Size + 1);

pragma Assume (Memory (Addr) > Memory (From) + Size);
Data2 := Read One (Addr, -Size);

Read_One [CHRL\T, Offset OIEHESEITK UTIE LWEMICIBIELZLE.

ZOEMFRMZENDIRSCELCK DT, BREA VS U/ETBION, KDEMSITEIC

DEJ.

LG,
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procedure Compute (X : in out Integer) with

Contract_Cases => ((X in -100 .. 100) => X = X'Old
(X in 0 .. 199) => X = X'0ld
(X in -199 .. 0) => X = X'01d
X >= 200 => X = 200,
others => X = -200)
is
begin
if X in -100 .. 100 then
X =X * 2;
elsif X in 0 .. 199 then
X =X+ 1;
elsif X in -199 .. 0 then
X =X -1;
elsif X >= 200 then
X := 200;
else
X := =200;
end if;

end Compute;

=Y
(FzyOPAIVEDIYDTD)

Nz
(IS—D\BhEs' )y D33)

* 2,
kg
-1,
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procedure Compute (X : in out Integer) with

Contract_Cases => ((X in -100 .. 100) => X = X'0Old * 2,
(X in 0 .. 199) => X = X'0ld + 1,
(X in -199 .. 0) => X = X'0ld - 1,
X >= 200 => X = 200,
others => X = =-200)
is
begin
if X in -100 .. 100 then
.- * 0.
el:i.f Xxin f)' .. 199 then Fi#iE Compute DRMPT, PSICER
X 1= X + 1; PHOFET. ThiF, T—AXDKSICE
elsif X in -199 .. 0 then WICRICRBINETHD Contract_Cases
X :=X-1; DRERUDRDSIFIE L BDEEA.
elsif X >= 200 then
X := 200;
else
X := =200;
end if;

end Compute;

FHREZ Compute DD T, DE(CEENHDFT. Chid, T—AXDKISICHLICE
[CI8BNETHB Contract_Cases DRGIRFDmNHSIFIE LS HDEEA.
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procedure Compute (X : in out Integer) with
Contract_Cases => ((X in 1 .. 199) => X >= X'01d,
(X in -199 .. -1) => X <= X'01ld,
X >= 200 => X = 200,
X <= -200 => X = -200)
is
begin
if X in -100 .. 100 then
X :=X * 2;
elsif X in 0 .. 199 then
X =X + 1;
elsif X in -199 .. 0 then
X =X -1;
elsif X >= 200 then
X := 200;
else
X := -200;
end if;

end Compute;
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procedure Compute (X : in out Integer) with

Contract_Cases => ((X in 1 .. 199) => X >= X'01d,
(X in -199 .. -1) => X <= X'01ld,
X >= 200 => X = 200,
X <= -200 => X = -200)
is
begin
if X in -100 .. 100 then
e e T then CCTT, GNATprove i, 7—2A'EWNC
% oim %41 RICBE>TNBTEERRTEET.
elsif X in -199 .. 0 then 2, BT -2BSERBTEFT. L
X :=X -1;

) ; L, +DTEBDEEA.
elsif X >= 200 then

X := 200: Contract_Case [, ### L TL\a< Tl
else WIFEEAD, ORI TNET.

X := -200;
end if;

end Compute;

CCT, GNATprove &, T—ZDHWICEHRICE>TNBCEERER TEFT.
Tz, 8 —-2B86EmRTEEI. LHL, +DOTREHBDFHA. Contract_Case (3,
MELUTCUVELSTRWNFEEAD, POMMRITTINET.
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